Recent Java Issues and Suggested Settings
Current as of 6/9/2015

Here are steps to configure Java Version 8 to work with MPERA’s Web Reporting System and resolve other
"Application Blocked by Security Settings" errors. If you have technical staff, please provide them this document
and work with them on your computer’s setup. Note, each time Java is updated, you may have to review this
document to confirm the settings. Sometimes Java updates reset prior settings.

MPERA recommends using the latest version of Internet Explorer compatible with your version of Windows. You
can check here for your computer: http://windows.microsoft.com/en-us/internet-explorer/download-ie.

MPERA recommends using Java 1.7u79 found on the MPERA Web Reporting Message page:
http://mpera.mt.gov/webreportingmessage.shtml or here Windows Offline Java 7 (1.7u79) (file size: 35.6 MB). If
you do not have Java 1.7u79 installed install it now.

MPERA does not recommend using Google Chrome and Java. Starting with Version 42 (released April 2015),
Chrome has disabled the standard way in which browsers support plugins. Java plug-in for web browsers relies on
the cross platform plugin architecture NPAPI, which has long been, and currently is, supported by all major web
browsers. Google announced in September 2013 plans to remove NPAPI support from Chrome by "the end of
2014", thus effectively dropping support for Silverlight, Java, Facebook Video and other similar NPAPI based
plugins. Recently, Google has revised their plans and now state that they plan to completely remove NPAPI by late
2015. As it is unclear if these dates will be further extended or not, so MPERA strongly recommends Java users
consider alternatives to Chrome as soon as possible. Internet Explorer is the preferred longer-term option. For
those using Chrome now, as of April 2015, starting with Chrome Version 42, Google has added an additional step
to configuring NPAPI based plugins like Java to run:

Enabling NPAPI in Chrome Version 42 and later: In your URL bar, enter:
1. chrome://flags/#enable-npapi
2. Click the Enable link for the Enable NPAPI configuration option.
3. Click the Relaunch button that now appears at the bottom of the configuration page.

Settings on the Java Control Panel:
Use these instructions begin once Java is installed or is updated. From the Start button (usually located in the
lower left-hand of the screen).

~

Go to All Programs -> Control Panel

Control Panel

| Programs

Find the Java Control Panel Icon and double click on it.

Adjust your computer's settings View by: Large icons ~
L, Java
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http://windows.microsoft.com/en-us/internet-explorer/download-ie
http://mpera.mt.gov/webreportingmessage.shtml
http://mpera.mt.gov/JavaVersion_files/jre-7u79-windows-i586.exe
http://en.wikipedia.org/wiki/NPAPI
http://blog.chromium.org/2014/11/the-final-countdown-for-npapi.html

On the Java tab click View
|£| Java Control Panel —|ei=i

| Generefl Java ity | Advanced|

View and manage Java Runtime versions and settings for Java applications and applets

[ ok J[ cenced ][ aooy ]

If Java 1.8 is present, Java 1.8 must be uninstalled. Java 1.7.0_79 must be installed.

| £:| Java Runtime Environment Settings - u

P d
1.8 1.8.0_45 |http:/fjava.s... |:\Program Files\Jav...
1.7 1.7.0_79 tip:/fjava.s... [C:Program Files\Jav... W

Must uninstall Java 1.8!
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Windows 8 - Uninstall Programs

1. Right-click on the screen at bottom-left corner and choose the Control Panel from the pop-up menu.

2. When the Control Panel appears, choose Uninstall a Program from the Programs category.
3. Select the program to uninstall and then click its Uninstall button.
4. Click Yes to confirm the program uninstall.

Windows 7 and Vista - Uninstall Programs

1. Click Start

Select Control Panel

Select Programs

Click Programs and Features
Select the program you want to uninstall by clicking on it, and then click the Uninstall button.

G W

You may need administrator privileges to remove programs.

Windows XP - Uninstall Programs

1. Click Start

2. Select Control Panel
3. Click the Add/Remove Programs control panel icon
4

The Add/Remove control panel displays a list of software on your system, including any Java software
products that are on your computer. Select any that you want to uninstall by clicking on it, and then

click the Remove button.

Control Panel Home

View installed updates

r&' Turn Windows features on or

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

To uninstall Java 1.8, exit the Java Control Panel and follow the instructions that match your Windows version.

it Organize » =~ @
Install a program from the =
network Name Publisher Installed On  Size Version *
[°]11S Express Application Compatibility Database for x36 5/21/2015
B8 Intel(R) Metwork Connections 20,0.10.0 Intel 6/1/2015 275MB 200100
@Intel@ Rapid Sterage Technology Intel Corporation 6/1/2015 1310105
|£|Java 7 Update 79 Oracle 3/29/2015
bitl Qracle 212772015
| £|Java 8 Update 45 (64-bit) Oracle Corperation 6/9/2015
FAENt ML/ Upaate 19 TTacie pIFAFFiIUD]
| £|Java SE Development Kit 7 Update 79 (64-bit) Oracle /2172015
Laserficheg.ﬂ Client Suite Laserfiche Document Managem...  5/26/2015 0.
Logitech Unifying Software 2.50 Logitech 5/28/2015 458 MB 25025
[2 Microsoft .NET Framework 4.5 Multi-Targeting Pack Microsoft Corporation 5/21/2015 415MB 4550710
[E Microsoft JNET Framework 4.5 SDK Microsoft Corporation 5/21/2015 185MB 4550710
[=Microsoft .NET Framework 4.5.1 Multi-Targeting Pack  Microsoft Corporation 5/27/2015 493MB  4.550932
[2 Microsoft .MET Framework 4.5.1 Multi-Targeting Pac... Microsoft Corperation 5/271/2015 745MB 4550932
[2 Microsoft .NET Framework 4.5.1 SDK Microsoft Corporation 5/21/2015 194 MB  4.551641
h%‘:-I'\ﬂicrosof‘t MET Framework 4.5.2 Microsoft Corporation 5/28/2015 388MB 4551209
ﬁll\dicrosof‘t ASP.MET MVC 4 Runtime Microsoft Corporation 5/27/2015 159 MEB  4.0.40804,
EMicrosof‘t Expression Web 4 Microsoft Corporation 6/4/2015 4014600
ﬁE‘Microsof‘t Help Viewer 2.1 Microsoft Corporation 5/21/2015 121 MB 2121005
@Microsof‘t Lync 2010 Microsoft Corporation 5/21/2015 101 MB  4.0.75774
g} Microsoft Office 2003 Web Components Microsoft Corporation 5/27/2015 61.7MB 1206213,
ia Microsoft Office 2010 Primary Interop Assemblies Microsoft Corporation 5/26/2015 867 MB 1404783,
a Microsoft Office Professional Plus 2010 Microsoft Corporation 5/27/2015 14.0.7015.
ﬁll\dicrosof‘t Report Viewer Redistributable 2008 5P1 Microsoft Corporation 5/21/2015
2 Mirrnenft Sihrerlinht Mirracnft Carnnratinn 5/37/91 5 TTAMR 51 40A1A T
4 T | 3
(‘ Oracle Corporation Product version: 8.0.450 Support link: http://java.com
=L> Help link: http://java.com Update information: http://java.sun.com
—
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After you have confirmed that Java 1.8 is not present and version of Java as 1.7u79 is, then reopen the Java
Control Panel icon and continue on the Update tab.

Uncheck “Check for Updates Automatically.” If you keep automatic updates, each time Java updates, you may
have to repeat these instructions to get the Web Reporting system to work.

ENE=SEER X

[ The Java Update mechanism ensures you have the most updated version of the Java
=51 platform. The options below let you control how updates are obtained and applied.

[ —7 ) §
Notify Me: Before downloading - |

Check for Updates Automaticall

Java Update will check for updates at least once & week on Sunday at 6:00 FM, If an
update is recommended, an icon will appear in the system taskbar notification area. Mave
the cursor over the icon to see the status of the update. You wil be notified befare the
update is downloaded.

Typically, you will be notified of the update within a month of its release. However, if an
update iz considered critical, you will be notified within a week of its release,

Update Now

oK H Cancel H Apply l

At the warning message, click “Do Not Check”

You have chosen to stop automatically checking for '
updates and will miss future security updates.

We strongly recommend letting Java periodically ched: for newer versions to ensure you have
the most secure and fastest Java experience.

Check Manthly [ Do Mot Chedk ]
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With “Check for Updates Automatically” unchecked, click Apply.

]

e

Java | Security | Muanced|

E The Java Update mechanism ensures you have the most updated version of the Java
25| platform. The options below let you control how updates are obtained and applied.
—_—

Motify Me: Before downloading - ]

[7] Chedk for Updates Automatically Advanced...
| Click the "Update Mow™ button below to check for updates. An icon will appear in the

system tray if an update is available. Move the cursor over the icon to see the status of
the update.

Update Mow
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On General Tab click on Settings

Java Control Pane

‘General |

About

View version information about Java Control Panel.

Network Settings

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify
these settings.

Network Settings... |

Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution
later. Only advanced users should delete files or modj

.....

Java in the browser is enabled.  See the Security tab

| ok || cancel || apply

Set the “Keep temporary files on my computer” check box if it is not already set. Click OK

Temporary Files Settings u
|
eep temparary files on my computer. I

Location

Select the location where temporary files are kept:

|.34\AppData\LocaILow\SunUava\Deponment\cache | Change...

Disk Space

Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

0 wmi

Delete Files.. | | Restore Defaults |

0K Cancel
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Apply the change

Java Control Pane

General | Java | Security | Advanced

About

=

View version information about Java Control Panel.

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

these settings.
Metwork Settings...

Network Settings

Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution
later. Only advanced users should delete files or modify these settings.

View...

Java in the browser is enabled.  See the Security tab

o]

-

EaED

Click on Settings again

|£ | Java Control Pane

About

View version information about Java Control Panel.

Network Settings

MNetwork settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

these settings.
Metwork Settings...

Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution
later. Only advanced users should delete files or modi

Java in the browser is enabled.  See the Security tab
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Click Delete Files

Temporary Files Settings

Keep temporary files on my computer

Location

Select the location where temporary files are kept:

|.34\AppData\LocaILow\SunUava\Deponment\cache| | Change...

Disk Space

Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

o —T

E Delete Files... | | | Restore Defaults |

| oK || cancel |

Select all file types and click OK

Delete Files and Applications

& Delete the following files?

Trace and Log Files
Cached Applications and Applets
Installed Applications and Applets

[ Cancel

Uncheck “Keep temporary files on my computer.” Click OK

.
Temporary Files Settings
|E Keep temporary files on my computer. I

Location

Select the location where temporary files are kept:

|.34\AppData\LocaIankSun\Java\DepIuyment\cache| | Change... |

Disk Space

Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

L) 32768 MB

. DeleteFiles... | Restore Defaults |
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Go to Security tab, sett Security Level to High
\£:] Java Contrgl

| General | Javel || Security [fadvanced|

Enable Java content in the browser

Security Level

l.lﬂ.l - Very High

| [Z > High (minimum recommended} I

Medium

Java applications identified by a certificate from a trusted autherity will be allowed
to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
https://*.mt.gov
https://mpera.doa.mt.gov

> Edit Site List... ]

Restore Security Prompts | [ Manage Certificates... |

[ ok || cancel || apply

Make sure the Exception Site List contains both the sites below. If not, Click on Edit Site List.

Enable Java content in the browser

Security Level

Llﬂl | Very High

[ > High (minimum recommended}

Medium

Java applications identified by a certificate from a trusted authority will be allowed
to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
https://*.mt.gov
https://mpera.doa.mt.gov

- | Edit Site List... ]

Restore Security Prompts ] ’ Manage Certificates... ]

| ok || cancel Apply
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Click the Add button, on the new Location line, type the url address. When both addresses are entered, click OK.

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

Location I

https://*.mt.qov |
https://mpera.doa.mt.gov

[_sas )| emore |
ks FILE and HTTP protocols are considered a security rist:

We recommend using HTTPS sites where available.

Click the “Restore Security Prompts” button.

' N
Security | Advanced

Enable Java content in the browser

Security Level

J.Iﬂl 1~ Very High

> High {minimum recommended)

Medium

Java applications identified by a certificate from a trusted authority will be allowed
to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.
https://*.mt.gov -
https://mpera.doa.mt.gov [

-~

Edit Site List... ]

i
[ Restore Security Prompts |I Manage Certificates... ]
p——

(o (ol | ooy
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In the confirmation popup, click “Restore All”

Confirmation - Restoie Security Prompts?_ u l

Are you sure you want to restore all security
prompts?

Click Restore All to maintain the security of your computer by restoring all security
prompts that have been hidden.

[ Restore All ][ Cancel

Click Apply to save the changes.

| £ Java Control Pane (=7

Enable Java content in the browser

Security Level

l.lﬂj [~ Very High

[~ High (minimum recommended)

Medium

Java applications identified by a certificate from a trusted authority will be allowed
to run.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

https://*.mt.gov s
https://mpera.doa.mt.gov i ’ Edit Site List... l
| Restore Security Prompts |l Manage Certificates... l
ok J[ cancel |l apply |
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Click on the Advanced tab. Scroll to the bottom of the list. Make sure the SSL and TLS settings are checked or
unchecked as below. Click OK.

R ———)

H

) Enable - show warning if needed -
Enable - hide warning and run with protections
Enable - hide warning and don't run untrusted code
) Disable verification (not recommended)
Perform certificate revocation checks on

--[__) Publisher's certificate only
All certificates in the chain of trust
) Do not check (not recommended)
Check for certificate revocation using

-} Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)

--@) Both CRLs and OCSP
Advanced Security Settings
----- Use certificates and keys in browser keystore
----- Enable blacklist revocation check
----- Use S5L 2.0 compatible ClientHello format
----- Use SSL 3.0
----- Use TLS 1.0
----- [JuseTLs 1.1
----- [[useTIS 1.2
I us
|:| Place Java icon in system tray
i Java Quick Starter -

< i | b

b
|£ | Java Control Panel

| General | J.aval Secur|

L

[ ok cancel || Apply

Settings for Internet Explorer:
Once the Java Control Panel is configured, configure Microsoft Internet Explorer.

Select Internet options from the tool menu or tool icon

%@ Web Reporting ... *

Print

File

. Zoom (135%)
Safety

Add site to Start menu
View downloads Ctrl+J
Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

Report website problems

Internet options
About Internet Explorer
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Select the Security Tab, Trusted Sites, Sites
Internet Option

| General lSECU”tYJ Privacy | Content | Connections | Programs | hdvanced|

Trusted sites

) ! ! Sites
v This zone contains websites that you
trust not to damage your computer or

your files.
You have websites in this zone.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level.

[ |Enable Protected Mode (requires restarting Internet Explorer)

| custom level... || pefaultlevel |

| Resetall zones to default level |

[ ok H cancel ] Apply

Look for the three trusted mt.gov sites below. If not found, add the trusted sites to the list. Click Add to add a site.

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

dd this website to the zone:
http s:,f,f".mt.govi

Websites:

http://mpera.mt.gov Remove
https://mpera.doa.mt.gov

[ | rRequire server verification (https:) for all sites in this zone
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Check spelling. If the spelling is wrong, remove and add the correct url. Click close.

You can add and remove websites from this zone. All websites
in this zone will use the zone's security settings.

Add this website to the zone:

Websites: ‘

http://mpera.mt.gov | Remove ‘

https://*.mt.gov
https://mpera.doa.mt.gov

Require server verification (https:) for all sites in this zone

Select the Privacy Tab, Check “Turn on Pop-up Blocker”, Click Settings

General | Securitll| Privacy | Fontent | Eonnec’(ionsl Programs | Advanced|

Settings
Select a setting for the Internet zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
C ] be used to contact you without your explicit consent

- Restricts first-party cookies that save information that
can be used to contact you without your implicit consent

| stes || mpot || Advanced || oefaul

Location

Neve_r allows websites to request your Clear Sites
physical location
Pop-up Blocker

[#] Turn on Pop-up Blocker

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts
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Enter “* mt.gov” in Address of website to allow. Click Add. Click Close.

e o . =

Exceptions
@ Pop-ups are currently blocked. You can allow pop-ups from specific

.| websites by adding the site to the list below.
Address of website to allow:

Allowed sites:

| Bemove |

| Remove all... |

Motifications and blocking level:
[/]Play a sound when a pop-up is blocked.
Show Notification barwhen a pop-up is blocked.

Blocking level:

’Medium: Block most automatic pop-ups v ]

Learn more about Pop-up Blocker

Click on the Advanced Tab.

General | Security | Privacy |Content| Connections | Frogral | Advanced|

Settings
Select a setting for the Internet zone.
Block All Cookies

- Blocks all cookies from all websites
- Cookies that are already on this computer cannot be
read by websites

. stes || impot || Adwanced || Defaur |

Location

Nevgr allow websites to request your Clear Sites
physical Jocation

Pop-up Blocker

[¥] Turn on Pop-up Blocker

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts
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Check Use SSL and Use TLS 1.0 boxes. Uncheck Use TLS 1.1 and Use TLS 1.2.

| General.l Security I Privacy | Content | Connections I Pro-gramsl Advanced L

Settings

Enable DOM Storage -
Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHT TP support

Enable SmartScreen Filter

|| Enable Strict P3P Validation™

HEROR

ack requests to sites you visit in Internet E

Use SSL 2.0

Use S5L 3.0

Use TLS 1.0

[ JuseTLs 1.1

[TuseTLs 1.2

|| Warn about certificate address mismatch™ E
| warn if changing between secure and not secure mode

¥ Warn if POST submittal is redirected to a zone that does | +

4| 111 | 3

*Takes effect after you restart your computer

[ Restore advanced settings l

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset...
condition.

You should only use this if your browser is in an unusable state.

[ oK ] [ Cancel Apply

Close, then restart Internet Explorer (IE).

g8 Edit View Favorites Tools Help

MNew tab Ctrl+T
Duplicate tab Ctrl+K
New window Ctrl+N
MNew session

Open... Ctrl+O
Edit with Microsoft Expression Web 4

Save

Save as... Ctrl+S
Close tab Ctrl+W

Page setup...
Print... Ctrl+P
Print preview...

Send »
Import and export...

Properties
Exit

the restart IE.

Recent Java Issues and Suggested Settings.docx 6/9/2015 2:29 PM Page 16 of 17



Control-Scroll Trick to Refresh/Redraw Screen:

Occasionally, Java will not refresh the screen which gives the appearance of a “screen lock” — the mouse does not
work and the fields are either not present or not editable. To fix, press the control key (Ctrl) on the keyboard and
roll the wheel on your mouse up and back. This action resizes the screen and refreshes the fields.

Security Warning Dialogs:
In the event that you get any of these dialog messages...

Select run with the latest version on your system (Recommended). Click Continue.

Security Warning Li—hj

.

An application would like access to an out-of-date version of Java.

/ ' \ Name: oracle.forms.engine.Main
SE N Location: https://mpera.doa.mt.gov

Risk: Malicious applications can attempt to use older versions of Java on your system to
compromise your system and put your computer and your personal information at risk. It is
| recommended that you run with the latest version of Java installed.
More Information

. Allow this application to run with the requested version (1.7.0_67)

’ Continue I ‘ Cancel ‘

Click “Do not show this again for apps from the publisher and location above.” Click Run.

x
Do you want to run this application?
Name: OracleForms
(
"E<' > Publisher: Oracle America, Inc.
S —
Location: https://mpera.doa.mt.gov
This application will run with unrestricted access which may put your computer
and personal information at risk. Run this application only if you trust the location
and publisher above.
P .
| + IDo not show this again for apps from the publisher and location above
9 More Information [ Run ] | Cancel
L A

Other information on Java Security messages:
http://java.com/en/download/help/appsecuritydialogs.xml
http://java.com/en/download/help/trusted signed variations.xml
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